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W])« (kuMBml Tvlaliiig imrlt«d m to «d(Sr««8 the etaff and etuAente of the 
Senlotr School of tSaib Marine Corpe oa the subject *\!caBButtlcatloaa Xatellleence 
and Security" it was vith pleasure ead rtLaanLty that X accepted the invitation 

5 

hecauee U-Ja.,J 4 l 3 Bfc aaauaed that the objective of such an adoress la to give 

/ 

you ocwi background — *«te±:Tm uriT infonaatioa about the field to ^diieh thMe 
natttt^heloogf ttaaely, tbe science of cryptology^ verfMM^tell eomething 



about bov^ developed^ and thkh^to Indicate the Banner in tdilch it can and 



has been eaqployed ae a vital Billtary veap<» « 
l^talk vdia^ divided into three 
b e' ■ •-"p a yba e Btat tott of the historical hockground of cryptologyp nsxt vill come a 



periods } 



w 



presentatlon of the iwnnw and instnimentalitles vhereby Ccasminicatlon Security, 
or for short, COMSSC^ls astabllshed and aaiixtained; and finally vlll come a 

presantatloa of the baaic principles, procedures, aachlnery, and organisation 

SVj" ' w 

vbareby Cosoainlcatloas Intelligence, or, for short, C€MIB!]^is obtained, how 
it nay be properly 4rS^pHs(je»f^ used and aafeguarded, and Ita ^utility ia-the 
c<aiduct of modern vnurfare« 



first, then, for historical background. 



X opened ny rvnnrks by refeirlng to the science of cryptology as a vital 
atllitary veapon, but It has not alvays been regarded as a weapon, 1st alone a 
vital veapon. X am hers raulnded at this point of a story that X came across 



in an old booik on cryptology, a story vhlch is probably apocryphal but vhich 



X give for vhat it aay be vortb. 
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It that Al>out two thounuid y«ani ago tiiar* a Porvian <)ueea 

Saalnwita. <w4 idx> took aa iataraat la mi ' yatt o ya yby* Whether it 






mu Ipacauaa of that Intaraat cv. other uimatural.. 

r- A 






sitch ae 



exsrloalt^' about vhat peopla call aacrata, the racord doeaa^t aay^ hut aayhcw 



It vaa raportad that aba mat aa vmtlaely death, fraaunahly aha veat to Heaveu, 

or parhapa to tha other place, hut havias left iaatructlooa t e- 1 d » 4 lapwl tlea 

VKAA 

of ^har aarthlj raaalna^ alwiy Vuill' aa laqpoaing Betuaoleua. la"wa t a h b a r 



.V 



aaeanj,ij|%ni> waa^jtieaadu ^ tha outaida of j^ha-MaaaaiU«g, oa Ita froat wall, 

4o ^ 

there vaa^earvad a Bausagajj|Xhu^fr^^^ 



Stay, weary traveller 1 

If thou art footaora, huuigry, or la aead o£ aooay--^ 

TJaloek tha riddle of the cipher graven halov;^ 

And you will ha lad to riehaa beyond all draase of avarical 

ou>JL 

Below this curloua aeaaaga waa a cryptograa^ I‘« euuji T iMUr*TTnC5^ you 

aeveral hundred yaara the poaalbility of sudden wealth 



what It iQolud- 



•erred aa a lure to a1i1r»tha axparta who triad their banda at daclpbaring the 



aagaji ^m(t''thay var<^ without succeaa, untll^ooe dag^ along cans a long*'balred. 



he-whlakerad, and b^peotaclad aavant who, after working at tha project for a 
coualderabla length of tint, aolvad the cipher. It gave hin detailed inatructlona 
for finding a aecret entry into the toad?* When he got Inalde^he found an instruc> 
tlon to open tha aarcophagua, hut he had to aolve another naaaage in order to do 
ao. Foaaihly it involTed finding the correct cotabinatlon to a l^*tuBibl«r lock! 
Veil, ha solved that one too, after a lot of work, and thia enabled Mm to open 



the aarcophagua. In which he found a hcoc. In the box was a aeaaage in plain 



-a 



REF ID:A63366 



language j and this !• vhat it saidi 



0, thou vU« and iaaatiable aooaterf To disturb tbsso poor bones} 
Xf thou bad'st learned sonatblaag mra useful than the art of 
daolpheriagf 

Thou vould'st not be footsore^ hun^ry^ or in need of nooey! 



tisny tlioes tn the course of the past forty years I*ve bad occasion to 



vlab tbat 1 iGoev tbs old sal's address so that X could write bsr^ as a first 



indorseaant to bar basic etaBnuaicatioa, tbe slngltt word ''Coacvtr." 






^ tltl. IV tiCk,-«ht -®» Iun»*»=e of 0-PO.« ca Eftcor. 






^ jk/ and lest sane of you iJuop to tbe coucluslon that I've suddenly gone peynhotlc 



foA 



and am suffering from a delual<m that I'm a relncarnatioo of tbe great Admiral 
Iteban, X hasten to explain tbat the ”C" In such a title iw 'atf '"tidllii is not the 
word '%£A" but the letter *C** and it stands for the word CiqfmLQOIC * The title 



of tbe talh would therefore be: "The Influence of Cryptologic Power on History." 

As a sub.-title I would offer thisi "Or how to win battles and canipaiga^ and go 
dcvn in history as a great tactician, strategist and leader of men; or, on tbe 
otb^ hand, how to lose hattles and^^awts and go down in history as an incon^«tent 
eoamnda:, a military 'no-good -nih' •" 

At this point let me hasten to deny that I'm casting any reflections 
upon certain suecessful-Hspeotacularly successful■*^;cnmaadersj^ names will occur 
to you without my calling them to your at teat ion - -and there will be xaumt of 
3iezi in each of the two categories —"how to win" and "how to lose" battles and 
ouspnigns — and entire wars, for that matt^. 
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SowtlMM th* ttour** odT lOstcvy ig cbeuatptd lay tbe asKuat and 



^^laLLity of tba CGMXSjf and COMSfiC aTaHabla to fiald commarrtaafs aad aJLao bow 
wall they uaa tbasa offWnalva and dafanai'va waapona. Scawtiaas it la Materially 
cTuged iy the abaanca of COHIKT and COMSBC vfaere it had pravioualy been In 



axtatanca and ttaad. V« afaall xxota locidanta cf both tyjiaa and wa aaty atart 
with an Inftidant of tba flrat type^ ant in which lota of flrat«claaa Cdahl! vaa 
aTallabla. X xvaad only aention tha nans Bearl Harbor and oauay of you vUl no 
doubt think that I*a goloe to go into that atill controvaralal and dlaaatroua 
aplaode in thla talk« but I*a not. I vlU, hcM«var, uaa it aa a jVB^lng->off 
point for idiat viU follow in tba talk. 



Thla being a TOP SECRET lactttra it vlU appear a bit Incoogruoua that I 



' ahottld begin by trading froa a aource which you'll all reoogalae>'»TlKB n»geuBlne. 
1*11 raad froa 17 Oeceaber 19h^ iaaue^aod fr-auat preface the reading by 

reatailng you that, the war waa^ over— <jr at laaat V-B and V-J days had been 

P<ri>rJL- ^1^4. 

celebrated*^Mwwig»^tBW e loud cXanor on the part of ceirtaia vociferoua 

Btoibera of Coogreaa who bad for yeara been ineiating upon learning and dlacloaing 



to the people of the United Statea the raaaons why ve had been oanght by avtrpriae 
in auch a dlaaatroua defeat and calaalty aa the Japanea* had inflicted upon ua 



at Pearl. Thla cleeor had to be mtj the Matter could no longer be huahed up, 

ttrV», 

they coateitded^by the need for nllitery aeoreoy. So there^vere inveatlgatlona— - 

^ x\h>HC 

a half doaaa or aore^^twiUBgrupi In-the grand fixtale Joint Coogreaaiooal Xnvea> 



tlgation into tha Attack on Baarl Harbor* Xt vaa thla inveatigatlon which not 
only Itaelf brought into the open every detail and exhibit uncovered byeMd 
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i Mi WMi X tjj i K it* ova Xvnctby lav««ti{gatioa oad 

to Aaorlca «ai to tbv vboXo vocrld «v«rythiae tbat boi boon mi 4 oad «hcnm at 
all tba prarioua Anay aa& Xavy iavafttigatloos-Htbont a half doaaa cf then. 



There cane a day la the Coo^pretBloaal Bearings vhea ^Oe s a paA Q eo ros C , 






f^r'KvA. 

c/o.s. 



3*-/^ 



Chief odr StafXy^U.S. Anqr at the tins of tbs Bsarl fiarhor Attackj^^vas 



t 

called to the vitoess stand. He testified for several Icngj long days. Tovntrd 



the end of the ordeal he vas questioned ahout a letter it had beea rumored he^d 
vritten to Qovarnor Dewey ia the Autissa of 19^* during the frssideatlal 



J> I ■ Xm. 

Caaipaign. General Marshall halked. Be plcmuied most eariMstly with the Caamlttae 



not to force him to diaoloee the letter or ite coateirtSf hut to no avail. Bie 
had to how to the vlU of ‘uie'^emttee. ,ka#.A* • 



^^V.6. eitisens discovered laet week that perha|ie their most potent 
secret veapon of Vcvld War II vas not rmSar, not the VT fuse/ not the 
atom hoed>/ hut a harmless little machine which cryptographers palns> 
takingly cooalaruoted in a hidden room in Foort Washington. With this 
machine/ hunt eftar years cf trial and error/ of Inference and deduction/ 
crypt<^aphers have duplicated the decoding devices used in Tokyo. 



Testimony before the Bsarl Hartxnr Coeatittee had already shown tbat the 
mschine known as *Msglo* vas in use long before Deoetther 19^1/ had 



given aagple vaming of the dhpe* sneak attack if only U.S. brass hats had 
been smart enoui^ to realise it (TUffi ~ Dec. li). Hew General Marshall 
oentlnued tbs story of fNsgle*s* msgic* It beds 
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Xitfiblad m rAlatlTtly •mil U.S. fare* to iat*rc«£rt « Atp Immioa 
flMt, via a d«el«lv» viotory la tbs Bottl« of th* Coral Sm, thu» eavias 
Australia and Mav Ssaland. 

ClT«n ttaa tr.S* full advaoca iofortaatica oa the sise of the 4kp 
forces advaoclOK oa Midway, enabled the Havy to conceatrate ship* which 
otherwise nlglBA have heea elles away, thus set vy> an aoibush which 

proved to he the turalng-polat victory of the Bsolfic war. 

«. 

Directed C.S* suhsnerlnes uaerringly to the sea laoes where Japanese 
convoy* would he passing. 

C( 

Sy decodlne sessases from Japan's Ambassador Oshiaa in Berlin, often 

reperting Interviews with Bltler, given our farces Invaluable Inforaation 

>) 

oa Oeraan war plans. 

And then TIME goes cn to give atore details of that story. We shall return to 
it later in this talk. 



It is hardly necessary to tell you how carefully Msgle was guarded before, 

during, and after the war. It ia stii!!^carefully guarded. Sven the fact of 

A 

its exietence was known to only a very few persons at the tins of Iharl Barbor— 
that is an Impcortent elnasnt in any attcapt to explain why v» vttre caught in 
such a devast ing surprise attack. Let ae reed you a hit froa page 26l of 
the Beport of the Nejarlty la the Joint Congressional Investigation of the 



attaokt **Ihe Magic intelligence was pre-eminently lsq> 0 (rtant and the necessity 
for keeping It confidential cannot he overestlmted . However, so oloeely held 
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«nd top «or«t vwi thl* Intellieonee tliat It «spettrs the fact the Japanese 
codes had been txrokea was regarded as of oars laportaace than the lafowaatloa 
oloftalaed frqa decoded traffic." 

TIME sajB^ la connectloa vlth this phase of the story of Magic during 
World War XXi'T^Wo priceless a possession was Nagle that the W.8. high coenaad 
lived In coBStaot fsar that the Japs would discover the secret, change their 
code sachinery, force U.8. eryptographers to start all over again.** 

un, 

Hov X doa*t want to seen to overnniphasite the isportance of COMXNT hut 

A 

I think it warranted to read you what the Na parity said about It in Report * Ut. 
o f the Joint C en fa» s s asQ a lCoMBl fctee r*> th*. e'liw TVm-t ffn-piMw 



AktWP Tili^olloging cooes froo p. 23R: 

" ... all witnesses fanlllar vlth MA0XC naterlal throughout the war 
have testified that it contrlhuted enormously to the defeat of the eneny, 
greatly shortened the war, and saved aany thousands of lives." 
general Chasfberlln, who was MacArthur*s Cr>3 throughout the war In the 
Haelfic, has vrlttant "The inforaation G-S gave 6*3 1& the xaclfic Theater 
alone saved us many thousands of lives and shortened the war hy no less than 
two jhars." I hardly need say that ve can*t put a dollsr-andFcents value of 
CCMXWT in tba saving of livoi; hut ve can aake an estiaate of what CCMXIiT meant 
in the vay of shortening the war hy two Tears means. X made a calculation and 
found that spent for CCMXm? is worth $1,000 spent for other activities 



and materials. 
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^l^uta our ccoMttsdeni IwA COHUfT^tbey vert to jut what ^corces tbey bad 

ct tta* rlifht ploooj at the ri£^ tlae< But vbeu they didn't have it— >aj9d thie 

<^bXejr avw iE 4a* Lt^ ^ 

ittfwnnue eatte^ the Battle of the Bul^e, a aerlous catastarophe vas barely 

\ 

averted hecauae our 0>2'a had cone to rely too heavily on CXBCIBT, eo that when r ^ , 
It wae uoavallahle they eeeaied to lack all inforaatlon otr at least they felt 



that lack. 1 eald that a eerioue cataatrosihe was barely averted hut even 
so the losses were quite severe, as can he seen fron the foUovlngi 






"Awordiag to Slsenbower's personoel officer, Agserloan losses In 
the Battle of the Bulge totalled 73,Q9t nen, of whom d,6f7 were killed, 
^7#139 wounded, and £L,lMfr nlsslng Over d,00B of these casualties were 









r 



in the 106th Division. Because of heavy Geraan attacks, 733 tanks and 
tank destroyers were lost. Two divisions, the S6th and I06th, were 



nearly eoapletely annihilated, although the 28th Divieion did suhsequently * 
enter oonhat after being rebuilt. 

^ itohert Dark 'peceeftwap 1 ^ 7 * u^ gU. " ' ' ' " " " " 



What happenedt Whyt 

Zn an article which is entitled "^Battlefield ZntelHgeace; The Battle of 
the Bulge as a Case Elstory", and which was published in the February 19?3 issue 
cf Cqaaftaat Foroes Journalj Banson Baldvia said; 

"ZoteUigence deficiencies and an sstigoatic eoneentratlon upon our 
cpwn plans with an alnoet contenq^tuous indifference for the enemy's, set the 

•nS-e 
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staftt la T>*Q*ad3vrt IShk far^tba Oarsua auecMMa la tte Battle of the 
\ Bulge— « eaae hietocT’ la the *4oe aad dooi*te* of iatelllgeace.'* 



t 




\ 



Further on Baldhrla ealdt 

**Aaother and acre hacla fa^ure van the iaadequaojr of collection; ee 
Just did not get all the facts that vere avallahle. There was a variety 
ci reasons for this. 

**In General Bihert^s words *ve aay have put too nuch rellaiace on 
eertalA technical types of intelligence j such as signal Intelligence . . . 
and ve had too little faith In the bmefite of aggreseive aad unremitting 
patrolling hy oostbat troops. Ve had no suhetitute, either, for aerial 
reconnaiseance when the weather was bad; and when we can vcp to the 
Siegfried line, our agente had great difficulty in getting through^ 
pertiaulerly in the winter . * 



'^Dependence upon *Nsglc", or signal Intercepts, was aa^, particularly 
at blister eoheloosj when the Qeraans aalntalned radio silence, our sources 




of Ittformtioa were about halved." 



D 



I hope I*ve not tried your patience hy such a lengthy preface to the real 
sUbetanse of ny ta^, so it*s about tine X got down to brass tacks, that Is, to 



technical aspects of ths talh. 




In what I read frcn TIMB, the word "MdOIC" was used to refer to the 



|^^^craatlon that eaac fron the solution of Oeraan, Italian, and Japanese secret 
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W- 







"'->v 



c- 



aoBnunicatlcaui . MA0ICj of eoure«^ sistply vrs h «ort of code voord foe COMUfE. 

Tbe term was Introduced to ue tiy the British vhen ve hegoa to jiLiy together in 
the ery^ytologlc gerdene; ve found it useful and adopted It, too. Later on ve 
eem to u*« other secret voerds to designate this sort of Intelligence and to 
change the vords frost tine to tine, for security seasons, flev Magic or CQMIliT 
la coatpoeed of three types or categories of Intelllgenee, and hy far the greatest 
picrt of it cooes froo intercepting, recooi^ing, and studying eneny radio traffic. 
The three types or oategorles aret (l) Special inteXligenoe, vhlch coosa freot 
tbs solution and processing of the mcrypted nesaagss tbasaselves; (i3) baffle 



Intelllgmce, vhieh cottsa from the study of vhat are ca.1 led '*the externals'* of > 



those nsssagies> data applleahle to such things as their eallslgne, the freq.usncles 
employed, the direction or routings, and so on; and (3) Weather intelligence, 
vfaich oonM from the study of the enetty*s weather esssages, idilch in vartiioe 
and eren in peace tlaie to a certain degree, are encrypted. In ^his audience 
lt*s hsrdly neoesasry to mention how important a role the weather plays in t3os 
eoQduet of war. 

l 

3hers is hardly need for me to give you a definition^ .C0MIS!f, hut 



perhaps I should cite its three principal ohjectlves. First, to preside 
autheotle infonaaticai for policy makers, to apprise them of the realities of 
the internatlaaal situnti::^, of the war making capabilities and vulnerabilities 
of foreign 'countries, and of the Intentitxui of those caiuntries with respect to 



vsr. Second, to eliminate the clsoant of surprise from an act of aggression by 
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•wotlker country. Tblrd^ to jtrovlie unique Infconaatloa eesentlnl to the 



sueeessful jroaeeutionf end vital to a abcrtenlng of, the period of hostilities. 



A hit of history is always usefvG. In IntroduclncE a subject heloaglag to 



a special sod not too-vell known field, so X*U begin by glvlne you some back- 
, V ground informtlon about CGMOfS* CCtWfC, which is based upt»i the science of 

' t ^ 

/ 

cryptanalysie, has a long and very interesting history which Is inextricably 



bcnmd xtp with the history of ths science of cryptography, upon which COMSEC is 



largely based. Ths two arc but opposite faces of the saowi coin, for progress in 



one inevitably leads to progress in the other. Bence, ay talk will deal with 



^ both CCKQIT and CCKSBC. Bow, because of ths secrecy o^cloek of silence which 
dffialsUy surrounds ths whole field of cryptology and especially cryptanalytics, 
it is obvious that authentic inforvatlon with reference to the background and 
dsvelapnent of the science in forelga countries is q]ulte sparse; and although 
after World War IX we learned amch regarding the aceoaplishneats in thie field 
cf work by our enetties, security rules prevent ay spying very auch in detail 



about how good or bad they were in coBqarieoa with us . Suffice it to say that 
VS looked pretty good^ together with cur principal ally, Britain, '\r9ptaa the war. 



ta,c»g, to ^ 

I can only give a fairly good account of U.S, cryptologic activities up to 
a ecrtain point of tine, and even then X will not be able to say very much about 
them sis^ly because the story is too long to give in a lecture or even a series 
of talks. In the course of ay talk X will present a nunftwr of illustrations of 



•U« 
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h’V^ fci 

l^fi^ dts*‘'0^- 7^ 4<k.- iX^jJ^ *<M.AM=i> ^ (IQF 4^4=1 

0 I) /■ L V h‘ r.L A ‘4 

'yCir^<r^ "" ^ 

ll^^UAJts, C^5Vvv|&v*-'?e'^ .^^3 aVi^ 

£^JL ^ Cah v-AQi^i.v i. ■3'{d^ jdtAife . (rwVt 
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